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The scope of the ISO/IEC 27001:2022 certification covers the Information Security Management System (ISMS) supporting
Microsoft Azure, Dynamics 365, and other Online Services that are deployed in'Azure Public and Government Cloud including
their development, operations, and infrastructure and their associated security, privacy, and compliance per the statement of

applicability version 2024.01.
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Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name Azura
Government
Al + Machine | Azure Bot Service v '
Learning

Azure Open Datasets
Azure Al Services

Azure Al Services: Azure Al Anomaly Detector

<\

Azure Al Services: Azure Al Document Intelligence
Azure Al Services: Azure Al Metrics Advisor

Azure Al Services: Azure Al Vision

Azure Al Services: Azure Al Content Safety

Azure Al Services: Azure Al Content Moederator

Azure Al Services: Azurex u on

RN N NN

Azure Al Services: Azure ac

s: Azure Al Personalizer

re Al Services: Azure Al Translator
Azure Al Services: Azure Al QnAMaker

Azure Al Services: Azure Al Speech

DA N N N NN

Azure Al Services: Azure Al Video Indexer

AN N NN N VA N N N N N N N N Y R W N

Azure Al Studio
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.
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>

The information in this document is provided “AS IS’, without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.

o wn



O Data Catalog
< ’ Data Lake Analytics

Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name Azura
Government
Al + Machine | Azure Machine Learning v '
Learning
Al Builder v

Machine Learning Studio (Classic) -
Microsoft Genomics -

Microsoft Autonomous Development Platform K
Microsoft Copilot for Security O

Azure Health Bot

AR NP AN

Azure Open Al Service

Azure Singularity

Analytics Azure Analysis Services ¢
Azure Chaos Studio \

Azure Data Ex |OQ
2
t

Azure Data
re Operator Service Manager

re Stream Analytics

Azure Data Share

AR U NEEL N N NN N A N N N N N
DR NI

Azure Operator Insights
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CONDITIONS & LIMITATIONS:
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.



Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name

Azure
Government

Analytics Microsoft Fabric v ‘
Healthcare Data Solutions in Microsoft Fabric

Power Bl Embedded
Compute Cloud Services

Azure Service Fabric K
Virtual Machine (VM) Scale Sets O

Virtual Machines

AR NP AN

SQL Server on Azure Virtual Machines

Batch
L 4

Azure Functions
App Service \
App Service - We ps (including Containers)

| Apps

obile Apps

ANEER RN A N N N N N N N AR

ice — Static Web Apps

vice Connector
O Azure AutoManage Machine Configuration
< ’ Azure VMware Solution

Planned Maintenance

AR U NEEL N N NN N A N N N N N
<SS X

Azure Arc-enabled Servers
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.
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Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name

Azure
Government

Compute Azure Arc-enabled VMWare VSphere v ‘
Azure Arc-enabled System Center VMM
Azure VM Image Builder v
Azure Virtual Desktop @ v
Azure Spring Apps |

Azure Center for SAP Solutions O

Azure Large Instances

AR NP AN

NVIDIA Omniverse on Azure
Azure Service Manager (RDFE)
Containers Azure Kubernetes Service (AK
Azure Arc-enabled ernetes
Azure Kubernetes Configuration Management

penshift (ARO)

ances
re Container Registry
re Container Apps

Azure Container Service

AU NN N VD N N N NN

Azure Kubernetes Fleet Manager

atabases Azure Arc-enabled SQL Server

AR U NEEL N N NN N A N N N N N

Azure Arc-enabled SQL Managed Instance
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.
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Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name Azura
Government
Databases Azure Cosmos DB v '
Azure SQL

Azure Database for MariaDB

Azure Database for MySQL

\/2)&

ANEER N N N A N A N NN

Azure Database for PostgreSQL K
Azure Database Migration Service O
Azure Cache for Redis -
Azure Health Data Services (formerly Azur | FHIR)

Azure Synapse Analytics

SQL Server Stretch Databa

Azure SQL Database Edg

Azure Managed Instance for Apache Cassandra

@ Azure

Developer Tools

ANEERN

re Lab Services

re for Education

O Azure App Configuration
< ’ Azure Load Testing

Azure Deployment Environments

NN N N N N N N AN RN N N
< s -

Microsoft Dev Box
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.

w N

>

o v



Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name

Azure
Government

Identity Azure Information Protection v l

Microsoft Entra ID (formerly Azure Active Directory)

Microsoft Accounts -
Azure Active Directory B2C @
Microsoft Entra Domain Services (formerly Azure Active A
Directory Domain Services)
Integration Logic Apps O
APl Management \Q

AN VAN

NN NN

Service Bus

Azure Data Manager for Ener
<

Internet of Things | Event Hubs \

Event Grid

ANEERN

Azure Inter hings (loT) Central
Azure u
\ 4
ific ubs
Azure Sphere
Azure Time Series Insights
Windows 10 loT Core Services

Azure Defender for loT

Azure Digital Twins

ANRE NEER NEER N N N N N N N N N N N
ENEERN

Microsoft Cloud for Sustainability
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.
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Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name

Azure
Government

Internet of Things ' Device Update for loT Hub v .

Managementand Application Change Analysis

v
Governance
Azure Resource Manager (ARM) v
Automation v
v
v
v

AR NP AN

Azure Advisor K
Azure Lighthouse O
Azure Managed Applications -
Azure Managed Grafana

Azure Migrate
L/

Azure Monitor

Azure Monitor for SAP solution

Azure Policy

AN N NI

icrosoft Azure Portal
re Blueprints

Cost Management

Azure Signup Portal

DRI NEEAN

Resource Move

AR U NEEL N N NN N A N N N N N

Azure Quotas
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.
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Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name

Azure
Government

Management and Microsoft Purview (formerly Azure Purview) v
Governance
Media Azure Media Services v

Mixed Reality  Azure Spatial Anchors | -
Azure Remote Rendering -
Networking Application Gateway O&
Load Balancer
Microsoft Azure Peering Service Q
Azure ExpressRoute \
Virtual Network
VPN Gateway \
Azure Bastion
Azure DDoS t
Azure

\ 4

Azure Firewall Manager

AN N NN N N N N N N NN

Azure Front Door

O Azure Internet Analyzer
Azure Private Link

Azure Private MEC

ANEEANEEANE N N N N N N N N N N N NEER
<
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.
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Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name

Azure
Government

Networking Azure Web Application Firewall v l !

Content Delivery Network

v
Network Watcher v
Traffic Manager @ v
Virtual WAN | v
v
v

AR NP AN

IP Services O

Virtual Network NAT
Azure Communications Gateway

Azure Operator Nexus

Azure Orbital Ground Sta’ti n @
N

Azure Network Function

NURN

Azure Route Serve

Azure u@rk Manager
Security Ke
&&

<

yment HSM

Iti-Factor Authentication
O Azure Dedicated HSM
< ’ Customer Lockbox for Microsoft Azure

Microsoft Sentinel (formerly Azure Sentinel)

AR U NEEL N N NN N A N N N N N
AN N NI '

Microsoft Defender for Cloud (formerly Azure Security Center)
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.
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Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name A
zure
Azure
Government

Security Microsoft Azure Attestation v ‘

Trusted Hardware Identity Management v, -
Storage Storage (Blobs (including Azure Data Lake Storage Gen 2), Disks,

Files, Queues, Tables, Azure Disk Storage) including Cool and v

Premium

Azure Storage Mover

Azure Archive Storage O
Azure Data Box
Azure HPC Cache \

Azure Site Recovery

StorSimple |

Azure Backup \

Azure File Sync

Azure e
Web Azure e Search
Nuid Relay
ure Maps

Azure SignalR Service

{ ’ Azure Web PubSub

CONDITIONS & LIMITATIONS:

ANEERNEER U NN N N N N N N N N
AN NN N N N N N N N N N
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.
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I{ ’ Microsoft Defender for Identity
Microsoft Defender Vulnerability Management

Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name Azura
Government
Microsoft Online Services '
Appsource v -

Intelligent Recommendations

Microsoft Intune

2

ANEER NEEA NN VA N N N N N N VA N N NN

Microsoft Defender Threat Intelligence

Microsoft Defender for Cloud Apps O
Microsoft Graph
Microsoft Managed Desktop \

Microsoft Stream

ANEERN

Power Apps

Power Au ate

er
@tual Agents

soft Threat Experts

&
K\ Nomination Portal

Microsoft 365 Defender

AN N N RN

Microsoft Defender for Endpoint

AN NI N RN

Microsoft Defender Experts for XDR
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CONDITIONS & LIMITATIONS:
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.



Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name

Azure
Government

Microsoft Online Services '

<

Microsoft Defender Experts for Hunting
Microsoft Bing for Commerce

Universal Print

2

DI N N N NN

Update Compliance

Azure Managed Experience O
Windows Autopatch
Viva Sales \

Seeing Al

Nuance Conversational |

koft Dynamics 365

Dynamics 365 Customer Service
Dynamics 365 Cu rdnsights Engagement Insights
¢ ics 365 Customer Voice
\ ynamics 365 Field Service
Dynamics 365 Sales
Dynamics 365 Sales Insights

j{ ’ Dynamics 365 Customer Insights
Dynamics 365 Business Central

Dynamics 365 Finance

ANEER N N N VA N A N NN
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.
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i{ ’ Business 360 Al Platform
Dataverse

Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name

Azure
Government

Microsoft Dynamics 365 '

<

Dynamics 365 Fraud Protection
Dynamics 365 Marketing

Power Pages

®\
RN

AR U NEER N N NN N VA N N N N N
<

Dynamics 365 Project Service Automation

Dynamics 365 Project Operations O
Dynamics 365 Retail
Dynamics 365 Supply Chain Managem\

Dynamics 365 Commerce
Dynamics 365 Human Reso
Dynamics 365 Intellige derManagement

Chat fo namics 365

ami ata Export Service

hena - CDS to Azure Data Lake

\ Dynamics 365 Guides

Dynamics 365 Business Q&A

Dynamics 365 Remote Assist
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CONDITIONS & LIMITATIONS:
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.



Certificate Number: 1729711-14A

Cloud Environment Scope

Product Category Service / Offering Name Azura
Azure ’
Government
Microsoft Cloud for Financial Services '
Unified Customer Profile v -

Collaboration Manager

N

Customer Onboarding -

Infrastructure Services

Supporting Infrastructure and Platform Services &OK v v

OO

CONDITIONS & LIMITATIONS:

wn =

>

o v
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.



Certificate Number: 1729711-14A

In-Scope Location(s)

Main Location of the ISMS

Redmond, Washington

One Microsoft Way
Redmond, Washington 98052
United States L

Microsoft Azure Domestic Datacenters

West US

West US 2

West US 3

West Central US
Central US

North Central US
South Central US

East US

East US 2

G VQ
GOV Arizona

US GOV Texas

US GOV Virginia

CONDITIONS & LIMITATIONS:

w N =

Santa Clara, CA

San Jose, CA
Colombia, W, K
Quinc

Wen e

h iX,

Cheyenne, WY

Des Moines, 1A
Chicago, IL

San Antonio, TX

Bristow, VA
Sterling, VA
Ashburn, VA
Manassas, VA
Dulles, VA

Boydton, VA

Lawrenceville, GA
Des Moines, 1A
Phoenix, AZ

San Antonio, TX
Boydton, VA

Page 16 of 21

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC
. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.
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The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.



Certificate Number: 1729711-14A

In-Scope Location(s)

Microsoft Azure Domestic Datacenters

US GOV Wyoming Cheyenne, WY

Microsoft Azure International Datacenters

Canada East Quebec, Canada

Canada Central Toronto, Canada

Brazil South Campinas, Brazil

Brazil Southeast Rio de Janeiro, Bra

West Europe Amsterdam, %s
North Europe Dublin,Irela

UK South L ited Kingdom

UK West iff, United Kingdom

France Central Paris, France
France South ¢ Marseille, France
Germany North \ Berlin, Germany
Germany West Central Frankfurt, Germany
Sweden Central Gavleborg, Sweden
Sweden South US Malmo, Sweden
Switzerland West \ Geneva, Switzerland
Switzerland Nerth | | Zurich, Switzerland
Norway Oslo, Norway

orway We Stavanger, Norway

ntral Warsaw, Poland

Italy North Milan, Italy
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CONDITIONS & LIMITATIONS:
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.



In-Scope Location(s)

Certificate Number: 1729711-14A

Microsoft Azure International Datacenters

Mexico Central
East Asia
Southeast Asia
West India
Central India
South India

Jio India Central
Jio India West
Japan West
Japan East
Korea South
Korea Central
UAE Central
UAE North
Australia East
Australia Southeast . &

Australia Central \

Australia Central 2

outh Africa West

tral

Israel Central

CONDITIONS & LIMITATIONS:

w N =

Queretaro, Mexico
Hong Kong
Singapore
Mumbai, India
Pune, India
Chennai, India |
Nagpur, Indi &
Jamna In
O{a, J%n

0,Japan
Busan, South Korea
Seoul, South Korea
Abu Dhabi, United Arab Emirates
Dubai, United Arab Emirates
Sydney, Australia
Melbourne, Australia
Canberra, Australia
Canberra, Australia
Johannesburg, South Africa
Cape Town, South Africa

Doha, Qatar

Tel Aviv-Yafo, Israel
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC
. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

>

the implied warranties of merchantability and fitness for a particular purpose.

o v

This is a derivative certificate of certificate number 1729711-14.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC



Certificate Number: 1729711-14A

In-Scope Location(s)

Microsoft Azure International Datacenters

Spain Central Madrid, Spain

Microsoft Online Services Datacenters

Kuala Lumpur, Malaysia Johor Bahru, Malaysia
Busan, South Korea Fortaleza, Brazil
Santiago, Chile Vienna, Austria

Vantaa, Finland

Edge Sites
Athens, Greece Ma

Atlanta, GA e is, TN

Auckland, New Zealand Miami, FL
Bangkok, Thailand * Milan, Italy
Barcelona, Spain \ Minneapolis, MN
Barueri, Brazil | Montreal, Canada

Berlin, Germany Mumbai, India

Bogota, Columbia 66 Munich, Germany
LY
Brisbane, Australia K\ Nairobi, Kenya

Nashville, TN

Buchares ani New Delhi, India
apest, ry New York City, NY

Brussels, Belgiu

enos Aires, Argentina Newark, NJ
Busan, South Korea Osaka, Japan
Cairo, Egypt Oslo, Norway
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

L

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

w

. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

>

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

v

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.

o



In-Scope Location(s)

Certificate Number: 1729711-14A

Edge Sites

Cape Town, South Africa
Chicago, IL

Cincinnati, OH
Copenhagen, Denmark
Dallas, TX

Detroit, Ml

Doha, Qatar

Dubai, United Arab Emirates
Dusseldorf, Germany
Frankfurt, Germany
Geneva, Switzerland
Helsinki, Finland

Ho Chi Minh City, Vietnam
Hong Kong

Honolulu, HI

Houston, TX ®

Hyderabad, India \

Istanbul, Turk

J burg, South Africa

Kuala Lumpur, Malaysia

CONDITIONS & LIMITATIONS:

w N =

Palo Alto, CA
Paris, France
Philadelphia, PA
Phoenix, AZ

Portland, OR

Rabat, 0CCO

e Janeiro, Brazil

Rome, Italy

Salt Lake City, UT
\ Sao Paulo, Brazil

San Jose, CA
Santiago, Chile
Seattle, WA

Seoul, South Korea
Singapore

Sofia, Bulgaria
Stockholm, Sweden
Taipei, Taiwan

Tel Aviv, Israel

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC
. ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

>

the implied warranties of merchantability and fitness for a particular purpose.

o v

This is a derivative certificate of certificate number 1729711-14.

Prague, Czech Re@

Pune, India
Queret,
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The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC



Certificate Number: 1729711-14A

In-Scope Location(s)

Edge Sites

Lagos, Nigeria Teterboro, NJ

Las Vegas, NV Tokyo, Japan L 2
Lisbon, Portugal Toronto, Canada

London, United Kingdom Vancouver, Canada

Los Angeles, CA Warsaw, Poland

Luanda, Angola Zagreb, Croatia
Madrid, Spain Zurich, Swit

Manchester, United Kingdom

C)O

CONDITIONS & LIMITATIONS:

Page 21 of 21

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2022 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

ISO/IEC 27001:2022 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.

This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC
This is a derivative certificate of certificate number 1729711-14.
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TERMS AND CONDITIONS

You hereby agree that you will not distribute, display, or otherwise make this document available to an
individual or entity, unless expressly permitted herein. This document is AWS Confidential Information
(as defined in the AWS Customer Agreement), and you may not remove these terms and conditions from
this document, nor take excerpts of this document, without Amazon’s express written consent. You may
not use this document for purposes competitive with Amazon. You may distribute this document, in its
complete form, upon the commercially reasonable request by (1) an end user of your service, to the
extent that your service functions on relevant AWS offerings provided that such distribution is
accompanied by documentation that details the function of AWS offerings in your service, provided that
you have entered into a confidentiality agreement with the end user that includes terms not less
restrictive than those provided herein and have named Amazon as an intended beneficiary, or (2) a
regulator, so long as you request confidential treatment of this document (each (1) and (2) is deemed a
“Permitted Recipient”). You must keep comprehensive records of all Permitted Recipient requests, and
make such records available to Amazon and its auditors, upon request.

You further (i) acknowledge and agree that you do not acquire any rights against Amazon!s Service
Auditors in connection with your receipt or use of this document, and (ii) release Amazon”s Service
Auditor from any and all claims or causes of action that you have now or in the futureiagainst Amazon’s
Service Auditor arising from this document. The foregoing sentence is meant for the benefit of Amazon’s
Service Auditors, who are entitled to enforce it. “Service Auditor” means the party that créated this
document for Amazon or assisted Amazon with creating this document.


https://get2.adobe.com/reader/
https://helpx.adobe.com/acrobat/kb/install-reader-x-mac-os.html
https://helpx.adobe.com/support/acrobat.html
https://aws.amazon.com/agreement/
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Certificate number: 2013-009
Certified by EY CertifyPoint since: November 18, 2010

Based on certification examination in conformity with defined requirements inJlSO/IE
17021-1:2015 and ISO/IEC 27006:2015/A1:2020, the Information‘Security

Management System as defined and implemented by O

\ g noted above.

EY CertifyPoint aill, ing to the certification agreement dated April 1, 2022,
perform surveillmb i#8 and acknowledge the certificate until the expiration date

*With r &h speeific requirements for information security as stated in the Statement of
Applicabili ersien 2023.02.dated September 12, 2023, this certification is applicable to (a) the services

and thej jated assets:and locations as described in the scoping section of this certificate, and (b) any
are responsible for, or that contribute to, the provision of such services and their associated
assets and locations.

Elatin Sehgal

3DADCF3CCF6943C...

J. Sehgal | Director, EY CertifyPoint

This certificate is not transferable and remains the property of Ernst & Young CertifyPoint B.V, located at Antonio Vivaldistraat 150, 1083 HP, Amsterdam, the Netherlands. Any dispute relating to this certificate
shall be subject to Dutch law in the exclusive jurisdiction of the court in Rotterdam. The content must not be altered and any promotion by employing this certificate or certification body quality mark must adhere
to the scope and nature of certification and to the conditions of contract. Given the nature and inherent limitations of sample-based certification assessments, this certificate is not meant to express any form of
assurance on the performance of the organization being certified to the referred ISO standard. The certificate does not grant immunity from any legal/ regulatory obligations. All rights reserved. © Copyright

Page 1 of 6 Digital version
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Amazon Web Services, Inc.

Scope for certificate 2013-009

The scope of this ISO/IEC 27001:2022 certification is bounded by specified services of
Amazon Web Services, Inc. and specified facilities. The Information Security
Management System (ISMS) is centrally managed out of Amazon Web Services, Inc
headquarter in Seattle, Washington, United States of America.
The in-scope applications, systems, people, and processes are globally imd
b

operated by teams out of an explicit set of facilities that comprise Amazon rvices,
Inc. and are specifically defined in the scope and bound@
The Amazon Web Services, Inc. ISMS scope includes the/servic ioned on
https://aws.amazon.com/compliance/iso-certified/, the loca an® Supporting
Resources are stated in the following section of{' rti¥icate.

0 °
The Information Security Management System in the above scope is

restricted as defined in "AWS Integrated Infop; i anagement System (IIMS)
Manual” version 2024.0 APpril 18, 2024.

N
O
N3

RS,
ooé\

This scope is only valid in connection with certificate 2013-009.
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DocuSign Envelope ID: F29312F1-542D-4503-B423-B9B5891616D9

Amazon Web Services, Inc.

Scope for certificate 2013-009

Locations in scope:

world. The scope of AWS infrastructure includes corporate headquarters, data c
facilities, network and server hardware, and resources which suppott/the d@

AWS Services are offered and available across multiple geographic regions aroun%
er
operations. AWS data centers house the hardware supporting the AWS S@ri\

ed
above.

AWS Data center Locations in: (b

Australia: Asia Pacific (Sydney) (ap-southeast-2), Asia‘, PaCific elbourne) (ap-

southeast-4)

Bahrain: Middle East (Bahrain) (me-south-1) K

Brazil: South America (Sao Paulo) (sa-east-1) £

Canada: Canada (Central) (ca-central-1), Canada t ry) (ca-west-1)
England: Europe (London) (eu-west-2)

France: Europe (Paris) (eu-west-3)

Germany: Europe (Frankfurt) (eu-central-l\

Hong Kong: Asia Pacific (ap-east-1)
India: Asia Pacific (Mumbai) (ap-south\%ia Pacific (Hyderabad) (ap-south-2)

Ireland: Europe (Ireland) (eu-west-1F" 2

Israel: Israel (Tel Aviv) (iI-centraﬂ-

Italy: Europe (Milan) (eu-sout \

Indonesia: Asia Pacific (Jal ) @p-Southeast-3)

Japan: Asia Pacific (Toky@i(ap-Reortheast-1), Asia Pacific (Osaka) (ap-northeast-3)
Singapore: Asia Pacifig®Si ore) (ap-southeast-1)

South Africa: Afrieg (%own) (af-south-1)

South Korea: Asig@Pagiffe(Seoul) (ap-northeast-2)

Spain: Eur e % du-south-2)

Sweden: E % ockholm) (eu-north-1)

Switzer|amg: ope.(Zurich) (eu-central-2)

United@mrates: Middle East (UAE) (me-central-1)

Un' s. USfEast (Northern Virginia) (us-east-1), US East (Ohio) (us-east-2), US

egon) (us-west-2), US West (Northern California) (us-west-1), AWS GovCloud
) (Us=gov-east-1), AWS GovCloud (US-West) (us-gov-west-1)

This scope is only valid in connection with certificate 2013-009.
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Amazon Web Services, Inc.

Scope for certificate 2013-009

AWS Edge Locations in:

Amsterdam, Netherlands
Anyang-si, South Korea
Ashburn, United States
Atlanta, United States
Ballerup, Denmark
Bangalore, India
Bangkok, Thailand
Barcelona, Spain
Barka, Oman

Bekasi, Indonesia
Berlin, Germany
Bogota, Colombia
Boston, United States
Brisbane, Australia
Brussels, Belgium
Bucharest, Romania
Budapest, Hungary
Caba, Argentina

Chennai, India

4

Canberra, Australia * %
Cape Town, South Africa \\

Columbus, Unite
Dallas, United Siate

Chicago, United States 4
Clonshaugh, IreIand@

mirates

Dusseldorf, ' Germany.

E , Anited States
E e Village, United States
E , Finland

Fartaleza, Brazil
rankfurt, Germany
Franklin, United States
Fujairah, United Arab Emirates
General Pacheco, Argentina
' Greenwood Village, United States
Haifa, Israel

Denver, Ugh
Dubai, Un 9%
Dublin,
o
n

Hamburg, Germany
Hanoi, Vietnam

Helsinki, Finland A Q
Hillsboro, United State
Ho Chi Minh, Vietham \>

Hong Kong, SAR
Houston, United St

Huechuraba, €hile
HyderabadJlidi
Inzai, Ja

Irvine &S ates
in e

States
donesia
esburg, South Africa

Koto City, Japan

Kropia, Greece

Kuala Lumpur, Malaysia
Lagos, Nigeria

Las Vegas, United States
Lisbon, Portugal

London, United Kingdom
Los Angeles, United States
Madrid, Spain

Manchester, United Kingdom
Manila, Philippines
Marseille, France
Melbourne, Australia
Miami, United States
Milan, Italy

Milpitas, United States
Minneapolis, United States
Montreal, Canada
Mumbai, India

Munich, Germany

Nairobi, Kenya

New Delhi, India

New Taipei City, Taiwan

@as City, United States
\ ~Wolkata, India

This scope is only valid in connection with certificate 2013-009.
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Amazon Web Services, Inc.

Scope for certificate 2013-009

New York City, United States Sdo Paulo, Brazil

Newark, United States Schiphol-Rijk, Netherlands

North Las Vegas, United States Seattle, United States

Osaka, Japan Secaucus, United States Q
Oslo, Norway Seoul, South Korea

Palo Alto, United States Shinagawa, Japan

Paris, France Singapore, Singapore \\

Perth, Australia Slough, United\King

Philadelphia, United States Sofia, Bulgaria %

Phoenix, United States Stockholm, S

Piscataway, United States Swinton, Unj gdom
Pittsburgh, United States Sydney,‘AUstrali
Portland, United States Taipeighai

Prague, Czech Republic @l nia

Pune, India P\ T ited States
Reston, United States United States

Rome, Italy Vienna, Austria
Vienna, United States

Richardson, United States Toronto, Canada

Rio de Janeiro, Brazil ncouver, Canada

Rosedale, New Zealand \

San Jose, United States ¢ Warsaw, Poland

Santiago de Chile, Chile \\ West Valley City, United States

Santiago de Querétaro, Mexico Zagreb, Croatia
Santiago de Surco, Perub Zurich, Switzerland
Wavelength locatio r@
Alpharettg@, Upi es Munich, Germany
Annapolis@uncion,United States New Berlin, United States
Aurorag@gite@ States Osaka, Japan
Azusé itad States Pembroke Pines, United States
Be many Plant City, United States
C United States Redmond, United States
Daejeon/South Korea Rocklin, United States
rtmundsGermany Salford, United Kingdom
uless,(United States Seoul, South Korea
Holston, United States Southfield, United States
Knoxville, United States Tama, Japan
Lds Vlegas, United States Tempe, United States
' Jrendon, United Kingdom Toronto, Canada
Minneapolis, United States Wall Township, United States

This scope is only valid in connection with certificate 2013-009.
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Amazon Web Services, Inc.

Scope for certificate 2013-009

Westborough, United States
Local zone locations in:

Atlanta, United States
Bangkok, Thailand

Boston, United States

Buenos Aires, Argentina
Chicago, United States
Copenhagen, Denmark

El Segundo, United States
Greenwood Village, United States
Hamburg, Germany

Helsinki, Finland

Hillsboro, United States
Houston, United States

Irvine, United States

Kansas City, United States
Kolkata, India

Lagos, Nigeria

Las Vegas, United States

Lee's Summit, United States* ®

* This local zone is a dedicate

&

oo&\

4
t
Sedttle, United States
\ tngapore, Singapore*

Lima, Peru

Manila, Philippines 7S OQ
Miami, United States \
Minneapolis, United Stz&

Muscat, Oman

New Delhi,"lndia
Perth, Australi

nited States
exico

C , United States
o, Chile

Taipei, Taiwan
Warsaw, Poland

\
e and may not be available to all customers.

This scope is only valid in connection with certificate 2013-009.
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