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Here's a summary of the key cyberattack statistics for 2024

1. Global Financial Impact: Cybercrime is expected to cost the world $9.5 trillion USD in 2024, with damages
projected to grow by 15% annually, reaching $10.5 trillion USD by 2025 1 .

. Data Breaches: There have been 9,478 publicly disclosed incidents, resulting in over 35.9 billion known

records breached so farin 2024 2 .

. Ransomware Attacks: Approximately 72.7% of organizations fell victim to ransomware attacks in 2023, with

the trend continuing into 2024 1 .
. Cost of Data Breaches: The average cost of a data breach globally in 2024 is $4.88 million ' .

. Email Security: Email remains a significant vector for cyberattacks, with around 35% of malware delivered via

email in 2023 2 ,

. Business Email Compromises: These accounted for over $2.9 billion in losses in 2023, highlighting the

ongoing threat 3

1 € cobaltio 2 W itgovernance.co.uk 3 « us.norton.com @ 4 getastra.com
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Following the global CrowdStrike software update e on Friday, hackers have been looking to

capitalize on the chaos. Andrey Rudakov/Bloomibe ety Images

(CNN) — Cybercriminals are already capitalizing on the chaos from Friday’s massive global
tech outage by promoting fake websites filled with malicious software designed to JFuisaasivaaullazgauan uﬁaual‘s"a‘:}m@
compromise unsuspecting victims, according to warnings from the US government and @ > @ % d Glx 1an1o www. rd.go.th KSD II"‘IJS 1161 _
multiple cybersecurity professionals.

ALERT

CISA Warns of Hurricane-Related Scams

Release Date: September 25, 2024
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You can't get there from here

This application contains sensitive information and
can only be accessed from:

e OSOTSPA PUBLIC COMPANY LIMITED domain
Jjoined devices. Access from personal devices is
not allowed.

Since wou're using Chrome, you need to install this

extension, You must be on Windows 10 version 1703
and above. Alternatively, you can use Microsoft Edge
or Internet Explorer to access this application.

If you're not planning to do this right now, you
might still be able to browse to other OSOTSPA
PUBLIC COMPANY LIMITED sites. Otherwise, sign out -
to protect your account.

Sign out and sign in with a different account

More details -

me Microsoft Power Automate

Alert: Your Anupas.Sir@osotspa.com connection

isn't working

Save email attachments to OneDrive started experiencing issues at 9:03
,9/12/2024 UTC

What happened?

Looks like your flow's Anupas.Sir@osotspa.com connection needs to be signed-in
again. The most common cause is a changed password or a policy set by your tenant
administrator. Connections may also require reauthentication, if multi-factor
authentication has been recently enabled for your account.

Fix My Flow >




OSOTSPA

TALIK

[ |
e G= e il

dvnalsUunuaiwanlIudasanguavadLsIlazusyn

1.Aavskawu/PIN tkUaaane Amalaienn
2.10alsviu MFA Aunaveys soufivueydaouad
- -~ -

3. Wilvdwaddumiumsriwiu - * ' '
4. TuwWawe/ussSskamulAinou .
5.9alfu/ussdovausynuu OneDrive kSa SharePoint yavusyn

6.kantagvnslsd Wi-Fi aisaseuz arludndiudtduasoe

_@ B &1 n\:ﬂ ) @ OneDrive
Ié k “"" a SharePoint




OSP Digital Clubhouse

General

Data D\J-E') Community

MS Teams Community

Process Automation and App Development...

General

Cyber Talk

w Fris rEd
[

A%

- . ®
al
o ¢
"-. F
S falh LT iy s =
= el

S

20230317 _Cyber Talk EP5
Cookie.mpd

20220923 Cyper Talk EP

F'|1|1.|1||1r_| mpd

wunba

5P Dlaktal Clubhause

2023027 Cyber Talk EP4 USE
Chargermp4

Amupas Sirivwe

4%

Ll Rl Chebihouse

20221125 Cyber Talk EP3 Free
Wih.mp<

Anupas Shrivee

~
L L

OSOTSPA
TALK

Lo Dbl Ol

20221021 Cyber Talk EP2
MEA mp-d

~ Anupas Siekwd
a4y



https://teams.microsoft.com/l/entity/2a527703-1f6f-4559-a332-d8a7d288cd88/_djb2_msteams_prefix_2277951374?context=%7B%22subEntityId%22%3Anull%2C%22channelId%22%3A%2219%3A77O8egCzEofzbFTAgZC94DYMGGL41epbXs0oTf3XehY1%40thread.tacv2%22%7D&groupId=3606f520-a76d-4460-8fa9-a022bfa30501&tenantId=cb3ed3b0-202c-4365-b20f-86f8ed08f887&allowXTenantAccess=false
https://teams.microsoft.com/l/entity/2a527703-1f6f-4559-a332-d8a7d288cd88/_djb2_msteams_prefix_2277951374?context=%7B%22subEntityId%22%3Anull%2C%22channelId%22%3A%2219%3A77O8egCzEofzbFTAgZC94DYMGGL41epbXs0oTf3XehY1%40thread.tacv2%22%7D&groupId=3606f520-a76d-4460-8fa9-a022bfa30501&tenantId=cb3ed3b0-202c-4365-b20f-86f8ed08f887&allowXTenantAccess=false

SSSSSS

TALIK

» (1 !

NTSIATUINOVAINIY I MBS
wAlRBIReLasiianeFuaeIzIsdan
- @'HULPROPOT -

ol A ll
-~ L1 . .
L2
r W .

famsdusunumitonedolon [w] Ir,;| ' I‘E.EI =]
Tj M$ Teams > Digital Clubhouse [l =i |-|'._ —r=y

- Ty o L
rEIr :F': _

L

- o
Ol
Scan aULUYUFIUMNMY D> L o, ey r



https://forms.office.com/r/DCNP0AJUqz

MﬁA"n%Is/yAIRE hishi Stz"c""
shin

REATS 22 P e RISK
D008 ATAGKS “uF R’RTJ."D

ADWARE cormuption

e L

CRACKING ‘?9(%2:“2

webmai JROJANS

KNOWLEDGE 25e P ATC HES extortion
&I&Sﬁswm!ﬁg DESTRUCTION
WME authenticafion

exploﬁchom&ﬁ&%&
P2!P ms SHARING. recor [ CRACKING QI}?A\SCIN$
SOCIAL ENGINEERING
g DRIESRE
IDENTITY THEFT  XUtomATIC UPDATES
strong passwords FIRE

ANTIVIR US felfelife]] co&n%lr.ﬂss

TROJANS cutematic updating CYMRSTALKING social networking
DANGERONIi bankil

HiTPSTHEFT CYBERCRIME

INFORMATION SECURITY

(CYBER) SECURITY TALK 2024

Nopporn Thongbaiprasit

nop@cybertron.co.th
CYBERTRON

(C) Copyright, CYBERTRON Co., Ltd.



NOPPORN THONGBAIPRASIT
nop@cybertron.co.th
M 087 718 2270
Line superman.th

CYBERTRON - Delivery Manager (2015-Current)
ACIS PROFESSIONAL CENTER - Office of Executive Director (2003-2014)
NET ENG TEL - Training Manager / Deputy General Manager (2001-2003)
SVOA/AR - Trainer in Novell NetWare & Windows Servers (1995-2001)

MBA in Marketing, Ramkhamhaeng University (2018)
Mini MBA, Thammasat University (1997)
Computer Education, Chandrakasem Rajabhat University (1995)

BBA in Marketing, Sukhothai Thammathirat Open University (2018-2022)
Bachelor of Laws, Sukhothai Thammathirat Open University (2022-Current)
Bachelor of Laws, Ramkhamhaeng University (2024-Current)
Bachelor of Arts Program in Security Innovation Management,

Suan Sunandha Rajabhat University (2024-Current)

IT Trainer & Information Security Awareness Trainer,
Business Development (Sales & Marketing), Project Management,
HR Management & Development, ISMS Representative (ISO/IEC 27001),

Cyber W.AR. Organizer
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5 MB Hard Disk Drive - 1956

© Go Physics
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1 TB Micro SD Card - 2020
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MOBILE INTERNET CONNECTION SPEEDS
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CYBERTRQN

THE 3-PILLAR APPROACH

CONFIDENTIALITY
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[ X N You've been hacked - Junk Email - superman.th@hotmail.com

T Delete =] Archive () Report EFgMove R Flag v & MarkUnread () Sync & Block -

You've been hacked O S & -~

superman.th@hotmail.com <superman.th@hotmail.com> Today at 01:27

To: superman.th@hotmail.com

B This message appears to be Junk. Links and other functionality will not work. Mark as Not Junk

Hello pervert, I've sent this message from your Microsoft account.
I want to inform you about a very bad situation for you. However, you can benefit from it, if you will act wisely.

Have you heard of Pegasus? This is a spyware program that installs on computers and smartphones and allows hackers to monitor the activity of device owners. It provides access to your webcam, messengers,
emails, call records, etc. It works well on Android, i0S, macOS and Windows. I guess, you already figured out where I’m getting at.

It’s been a few months since I installed it on all your devices because you were not quite choosy about what links to click on the internet. During this period, FYelICarnediaboutalliaspectsiof your private lite)
but one is of special significance to me.

I’ve recorded many videos of you jerking off to highly controversial porn videos. Given that the “questionable” genre is almost always the same, I can conclude that you have sick perversion.
I doubt you’d want your friends, family and co-workers to know about it. However, I can do it in a few clicks.

Every number in your contact Iist will suddenly receive these videos — on WhatsApp, on Telegram, on Instagram, on Facebook, on email — everywhere. It is going to be a tsunami that will sweep away everything
in its path, and first of all, your former life.

Don’t think of yourself as an innocent victim. No one knows where your perversion might lead in the future, so consider this a kind of deserved punishment to stop you.
I’m some kind of God who sees everything. However, don’t panic. As we know, God is merciful and forgiving, and so do I. But my mercy is not free.
Transfer 1300$ to my Litecoin (LTC) wallet: Itc1qr8l4fvlh95tryccxj7aesrvezf6868zyrmleg6

Once I receive confirmation of the transaction, I will permanently delete all videos compromising you, uninstall Pegasus from all of your devices, and disappear from your life. You can be sure — my benefit is
only money. Otherwise, I wouldn’t be writing to you, but destroy your life without a word in a second.

I’ll be notified when you open my email, and from that moment you have exactly 48 hours to send the money. If cryptocurrencies are unchartered waters for you, don’t worry, it’s very simple. Just google “crypto
exchange” or "buy Litecoin" and then it will be no harder than buying some useless stuff on Amazon.

(C) Copyright, CYBERTRON Co., Ltd.
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CYBERTRQN
History & Revolution of

CYBER DOMAIN

O

2ND GEN : 3RD GEN : 4TH GEN : CYBER 5TH GEN : CYBER
INFORMATION CYBERSECURITY RESILIENCE DOMINANCE
SECURITY (2005) (2013) (2011/2023) (2020/2030)




CYBERTRQN

INFORMATION DISORDER

TYPE OF INFORMATION DISORDER
FALSENESS INTENT TO HARM
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[ ] World's Biggest Data Breac el +

&« c 25 informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

World's Biggest Data Breaches & Hacks

Selected events over 30,000 records stolen
UPDATED: Jun 2024

size: records lost  filter

2024

'--have i been pwned?

Check if your email address is in a data breach

@ Indonesia's - Ticketmaster
h @ health agency _ . & . 560m
@ @. l La

stPass email address

T-Mobile
X

=

Indian

Q I n do nes i 0 n SI M - , '« @ Generate secure, unique passwords for every account | Leam more at 1Password.com

@ Railways
@ . Epik cards '
1.3bn 13,684,889,722 115,796 228,889,153

Twitter
Shanghai Police
‘one billion*

4 past

Facebook

: Shein
@ C S33m = Park T-Mobile
= N :%'éi‘éé - .  Mobile |
— daia ) ~ .

https://haveibeenpwned.com
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Artificial Intelligence
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1. Narrow Al (law1:nv)

. ﬁ1muldlaw1ztumuﬁgnaanuuum?ﬁrh U ssuuluzUNFumuudulsa, snaudﬁumz‘iaua‘mtuﬁﬁ,
KSolUsunsuudanmu .

« lbA>wAadsvassA lauisatsausrksoUsuddlaovupninliDoindoyanldsumsinnuun

e Co&v: Siri, Alexa, IUsunsuasdovuaulu

2. General Al (N>TU)

« JAdWwawIsaluMsisgus MAWLINK ua:undoymildrainrkaigus:inn wuldednuuyue
* JWISOAQASIVASSA 1SUSDINUS:AUMSTU Lazusudoinnuamumsaiatkya a
* gouagluguapunswaiuua:golidcogronidusUsssy

. . i -
3. Superintelligence Al (i(nUouyu9)
. DAWwawnsakiion3wuusiunndu Nuaddoytyl ADIWAQASIVESSA LLa:AIEIISOIUNS
uNUoym .
e awsowauunauvidogivsoaidouaowiiudmsidagundavlanagodguldo
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Js:unnuoav Al cmudsmsmvoiu laun:

1. Machine Learning
MISISgUSUDLLASDVVNS BV Al D:ISgUSOINTDIYADIUDULINLAIIISONIUNEY
waawslalasgluaovgnidsunsulagasv

2. Deep Learnlng
MISISYUSLIBVAN goludountivuov Machine Learning AtSTAsVUI8US:EN
mautumsmsaug

3. Neural Networks
lasvuigUs:antngu NLagULUUTASVASIVUDVAUDVUUUE
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AdwAdvnudayanlagous udlimbounu:a

« ashvomw: Midjourney, Stable Diffusion
« aswvand: ChatGPT, Bard

« @aswwdald: RunwayML, Synthesia

« aswwlaa: GitHub, Copilot
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¥ Photorealistic Al image gene X +

25 freepik.com/ai/images/photo

How to make Al-generated photorealistic images?

Follow these tips for writing a prompt to generate fabulous photorealistic images

Nature People Characters & Scenes Food & Drinks Architecture

Consider the aspect ratio

When creating a photorealistic nature image, forget
about the classic 1:1 aspect ratio. Changing it to 16:9
will give you an unbeatable result.

Ask for a raw image style

A raw image contains all of its data, so if you include
this style in your prompt, you will get an image with
greater detail.

Time and weather conditions

Sunny, cloudy, or even if it's golden hour - try to be
as specific as possible when it comes to time and
weather.

Top keywords to top photo images

Customize this pre-made prompt to generate images.

(=] Prompt detail
Awesome shot of a in ;

, ethereal portraits, photographic weavings

(C) Copyright, CYBERTRON Co., Ltd.
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< c 25 myheritage.com/site-1659894362/thongbaiprasit w r, & L2

o~
Thongbaiprasit Web Site (\F{) _ E . Nopporn Thongbaiprasit N\ @ Help 0 English

€

@

(@) MyHeritage Home Family tree Discoveries Photos DNA Research

Weekend DNA Sale

") P < Only $39 $89
Q Free standard shipping on 2+ kits

Order Now

Thongbaiprasit Web Site

UPLOAD COVER PHOTO (9]

a2 <
Nopporn Thongbaiprasit S Unlock more MyHeritage

Create your famil =s = 7Y+ features. Upgrade now
y y A —@) e
tree 3o
Photos 5 Start building your family tree so we can find @ Qc

: RESEARCH YOUR ANCESTORS
valuable discoveries for you. ; .

ABOUT THONGBAIPRASIT WEB

My name is Nopporn Thongbaiprasit
and | started this site.This site was

created using MyHeritage. This is a
great system that allows anyone like

(C) Copyright, CYBERTRON Co., Ltd.



"On the Internet, nobody knows you're a dog."”
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Animating Faces

n1aludas & Fake News
A single model animates all images given only a single source image

Driving video

AAWADWS:WE L IAIFYVIAQDINNISIAYUIIUU

Original (Amini) Synthesized (Obama)

gifs.com
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Generative Al

won't replace people,
but people who use
generative Al will
replace people

who don't.

(C) Copyright, CYBERTRON Co., Ltd.
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MOBILE INTERNET CONNECTION SPEEDS

(Mbps)

4
NN
o
N
P
<
-

9¢¢l = VIGNO10D
LLEL = VYNVHD

8L1C wmm Y ANII
LL'¢C wm 1dAD3
L6EC = V|SSNY
€GYC mmm VISINOANI
6617 mmm VYNILNIOYV
vL'GZ w=m ODIX3IN
QL[ wmsm VIYIOIN
QL[ wws SINIACITIHC
60EE mmm JNVI3AI
96'¢E mmmm AJDANL
LLYE wmmsm FTHD
¢G9E mmmm ODDO0JOWN
L0y mmmm= T3VYSI
6907 mmmm= (ONVIIVHL
VSl wemmm NIVdS
L'y mmmm=m JNV1Od
L9CYy mmmmm AHVONNH
€09y mmmmm ATV LI
8C9Y mmmmm NVJV(
90Ly mmsmm= AVNLIIA
60 Ly mmmm= TZVYHY
EV 8y mmmmm 3N
198w JAIMATIOM
L6y = VD44V HLNOS
091G == VINVINOY

YyLS wesssm= ANVINYIO
l619 == VI|HD3ZD
ly'¢9 mmmmmm= ONOX ONOH
— VISAVIVIA
123349
€€69 mmmmm—= NNIOT3E
m—— JNV1V3Z M3N
lE'E/ m—— NVMIVL
€L9/ mm— V1SNV
096/ wm——— FDONVIA
Ol'c8 mmmmmmmm= JNVI143IZLIMS
96G8 mmmmmm——— TVONLI0Od
V(88 = V/|1VOYD
L6'€E6 vIvaisny
vIidvol1Ng

(C) Copyright, CYBERTRON Co., Ltd.

Ot9gl s V34O HLNOS
€O/l resssssssssssssm HIHYVYANIA

[45%%




VY EWETL S

Malicious

Software

3' LRt Ty
s ..r. .
T RE R
A :

(©) Copyright ICYBER TRON'CHY l‘. '



[ X N You've been hacked - Junk Email - superman.th@hotmail.com

T Delete =] Archive () Report EFgMove R Flag v & MarkUnread () Sync & Block -

You've been hacked O S & -~

superman.th@hotmail.com <superman.th@hotmail.com> Today at 01:27

To: superman.th@hotmail.com

B This message appears to be Junk. Links and other functionality will not work. Mark as Not Junk

Hello pervert, I've sent this message from your Microsoft account.
I want to inform you about a very bad situation for you. However, you can benefit from it, if you will act wisely.

Have you heard of Pegasus? This is a spyware program that installs on computers and smartphones and allows hackers to monitor the activity of device owners. It provides access to your webcam, messengers,
emails, call records, etc. It works well on Android, i0S, macOS and Windows. I guess, you already figured out where I’m getting at.

It’s been a few months since I installed it on all your devices because you were not quite choosy about what links to click on the internet. During this period, FYelICarnediaboutalliaspectsiof your private lite)
but one is of special significance to me.

I’ve recorded many videos of you jerking off to highly controversial porn videos. Given that the “questionable” genre is almost always the same, I can conclude that you have sick perversion.
I doubt you’d want your friends, family and co-workers to know about it. However, I can do it in a few clicks.

Every number in your contact Iist will suddenly receive these videos — on WhatsApp, on Telegram, on Instagram, on Facebook, on email — everywhere. It is going to be a tsunami that will sweep away everything
in its path, and first of all, your former life.

Don’t think of yourself as an innocent victim. No one knows where your perversion might lead in the future, so consider this a kind of deserved punishment to stop you.
I’m some kind of God who sees everything. However, don’t panic. As we know, God is merciful and forgiving, and so do I. But my mercy is not free.
Transfer 1300$ to my Litecoin (LTC) wallet: Itc1qr8l4fvlh95tryccxj7aesrvezf6868zyrmleg6

Once I receive confirmation of the transaction, I will permanently delete all videos compromising you, uninstall Pegasus from all of your devices, and disappear from your life. You can be sure — my benefit is
only money. Otherwise, I wouldn’t be writing to you, but destroy your life without a word in a second.

I’ll be notified when you open my email, and from that moment you have exactly 48 hours to send the money. If cryptocurrencies are unchartered waters for you, don’t worry, it’s very simple. Just google “crypto
exchange” or "buy Litecoin" and then it will be no harder than buying some useless stuff on Amazon.
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THE 3-PILLAR APPROACH

CONFIDENTIALITY
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CYBERTRQN
History & Revolution of

CYBER DOMAIN
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INFORMATION DISORDER

TYPE OF INFORMATION DISORDER
FALSENESS INTENT TO HARM
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Reason

Think about the information
and use logics / facts to help
you understand the situation

Research

Look for more information,
search from various sources
and types of media / writers
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Reconsider

After reasoning and
researching, allow some time
to reconsider and make
decision about your judgement
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THE Al

Artificial Intelligence
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1. Narrow Al (Specific)

 Artificial intelligence systems designed to perform a specific task or function, such as
voice recognition or image classification, rather than possessing general intelligence
across multiple domains

* Ex: Siri, Alexa, Spam Detection Program

2. General Al (General)

» A type of artificial intelligence with the ability to understand, learn, and apply
knowledge across a wide range of tasks at a level comparable to human intelligence.

3. Superintelligence Al (Superhuman)

+ Refers to a hypothetical form of artificial intelligence that surpasses human intelligence
across all domains, including creativity, problem-solving, and social skills.
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Machine Learning

Artificial intelligence that uses algorithms and statistical models to enable
computers to learn from and make predictions or decisions based on data
without being explicitly programmed

Deep Learning

Artificial intelligence that uses neural networks with multiple layers to
automatically learn and extract complex patterns and features from large
amounts of data.

Neural Networks

A type of machine learning model inspired by the human brain's structure,
consisting of interconnected nodes (neurons) that process and learn from data
to recognize patterns and make decisions.
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Refers to a class of artificial intelligence systems designed
to create new content, such as images, text, or music, by
learning patterns from existing data and generating outputs
that mimic or extend those patterns.

* Photo: Midjourney, Stable Diffusion
 Text: ChatGPT, Bard

* Video: RunwayML, Synthesia

* Coding: GitHub, Copilot
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¥ Photorealistic Al image gene X +

25 freepik.com/ai/images/photo

How to make Al-generated photorealistic images?

Follow these tips for writing a prompt to generate fabulous photorealistic images

Nature People Characters & Scenes Food & Drinks Architecture

Consider the aspect ratio

When creating a photorealistic nature image, forget
about the classic 1:1 aspect ratio. Changing it to 16:9
will give you an unbeatable result.

Ask for a raw image style

A raw image contains all of its data, so if you include
this style in your prompt, you will get an image with
greater detail.

Time and weather conditions

Sunny, cloudy, or even if it's golden hour - try to be
as specific as possible when it comes to time and
weather.

Top keywords to top photo images

Customize this pre-made prompt to generate images.

(=] Prompt detail
Awesome shot of a in ;

, ethereal portraits, photographic weavings
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and | started this site.This site was
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"On the Internet, nobody knows you're a dog."”
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Animating Faces

n1aludas & Fake News
A single model animates all images given only a single source image

Driving video
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Risks against using Al

.ﬂ

Information Bias

Job Loss

Security & Credibility
Privacy

Controllability

o B A W N

Al as weapon
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Generative Al

won't replace people,
but people who use
generative Al will
replace people

who don't.
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Security Components
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Network

Devices
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