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1. Overall AWS DR Testing 2025 
Landing Zone 

 

 

SAP Production Account 

ID: 189483749178 

Name: osp-sap-prd 

Description:  

• SAP Production Environment 
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2. Network Diagram 
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3. DR Testing 2025 SAP Diagram 

 

 

Cluster: SAP S/4 Production HANA Database  

- DC(AZ1) VSAPDBSU01P 

- DC(AZ2) VSAPDBSU02P 

 

SAP S/4 HANA Production Application (ASCS/ERS) 

- DC(AZ1) VSAPHASU01P 

- DR(AZ2) VSAPHASU02P 
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4. DR Testing 2025 AWS Elastic Diagram 

 

 

AWS Elastic on server 
- SAP BW/BPC Production Application (OSPUX213P) 
- SAP Content Server Production Application+Database (OSPWN05PV-AWS) 
- sFTP Server (OSPUX230P) 
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5. DR testing 2025 scenario 

 
Cluster: SAP S/4 Production HANA Database 
Take Cluster SAP S4P DB from DC(AZ1) to DR(AZ2).  
: DC(AZ1) VSAPDBSU01P, DC(AZ2) VSAPDBSU02P. 
Test the operation of DR(AZ2) by temporarily turning off DC(AZ1) VSAPHASU01P. 
Objective: 1. Test the use of the DR system. 
                   2.Procedure and time for migration. 
SAP S/4 HANA Production Application (ASCS/ERS) 
SAP S/4 HANA (ASCS/ERS)  
Offline DC(AZ1) and Online DR(AZ2) only. 
: DC(AZ1) VSAPHASU01P, DR(AZ2) VSAPHASU02P  
Objective: 1. Test the use of the DR system only. 
                   2. Can the system work alone or not? 
AWS Elastic on server at DR 1 Day (Infra test only)  
Create isolated subnets for testing  
(VPC, Subnet, Security Groups, Route Tables, Internet gateway, Jumpbox-DRtest). 
Recovery instances (launch Initiate drill use template for DR testing) 
- SAP BW/BPC Production Application (OSPUX213P) 
- SAP Content Server Production Application+Database (OSPWN05PV-AWS) 
- sFTP Server (OSPUX230P) 
Objective: 1. Test the use of the DR system. 

 
 

Confidential Information



 

 
Confidential - Recipients Only Page 12 of 54 
© NTT DATA (Thailand) Co.,Ltd23 Jul 2025 | Version 1.00 

 

6. Disaster Recovery Activate 
Flow 
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7. List of DR test participants 

 

Customer DR Team 

ล ำดบั ช่ือ - นำมสกุล ต ำแหน่ง เบอร์โทรศพัท์ เบอร์มือถือ E-mail 

1 Anupas Siriwej DR Manager    063-2060-714  Anupas.sir@osotspa.com  
2 Nantaporn Lapetch DR Team    063-2060-174 Nantaporn.Lap@osotspa.com 
4 Nadol Wanichayothin Cloud Owner    065-716-7214  Noppon.kli@osotspa.com  
5 Bhumpong Jaitarn SAP Basis    063-206-0704  Bhumpong.jai@osotspa.com  
6 Attaya Savangrujitham SAP Functional    063-206-0712  Attaya.Run@osotspa.com 
7 Chairat Jongraktaitae  Network & Security    063-206-0706  Chairat.jon@osotspa.com  

NTT DR Team 

ล ำดบั ช่ือ - นำมสกลุ ต ำแหน่ง เบอร์โทรศพัท์ เบอร์มือถือ E-mail 
1 Suparat Pirompriew CDM  +66 2-236-7227 +66659506994 suparat.pirompriew@global.ntt 
2 Raviporn Chairoongmaneedamrong SAP +66 2-236-7227  +66 81 1345062 raviporn.chairoongmaneedamrong@global.ntt 
3 Thanawich Kwansang SAP +66 2-236-7227 +66 65 9506993 

thanawich.kwansang@global.ntt 
4 Surasit Pitukpongphutorn EC2 +66 2-236-7227 +66 65 9506993 surasit.p@global.ntt 
5 Theeraphong Weawmanee EC2 +66 2-236-7227  +66 80 0653450 t.weawmanee@global.ntt 
6 Janja Prommajan EC2 +66 2-236-7227 +66 8 11730094 janja.prommajan@global.ntt 
7 Chansit Watthanaphothidit Security +66 2-236-7227 +66 800763547 c.watthanaphothidit@global.ntt 
8 Tanaisawan Pokung Backup DR +66 2-236-7227 +66 922810968 tanaisawan.po@global.ntt 
9 Yotwarit Khamthong Backup DR +66 2-236-7227 +66 851236467 yotwarit.khamthong@global.ntt 
10 Nattawut Kaenhiran Backup DR +66 2-236-7227 +66 9 11190374  nattawut.ka@global.ntt 
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8. Schedule DR Testing 2025 
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9. Cluster: Take Cluster SAP S/4 
Production HANA Database to 
DR 

Cluster : Take Cluster SAP S/4 HANA  Production 
Application (ASCS/ERS) to DR 

Scenario Steps Expected Result Result 

Purpose: HANA Check Cluster status Pass  Fail 

1.Cluster: Take 
Cluster SAP S/4 
Production HANA 
Database to DR 
 
Cluster: Take 
Cluster SAP S/4 
HANA Production 
Application 
(ASCS/ERS) to 
DR 

1.1 HANA Database Check Cluster 
status (VSAPDBSU01P)  command : 
crm_mon -of 

1.2 Application (ASCS/ERS) Check 
Cluster status (VSAPHASU01P) command 
: crm_mon -of 

1.3 Stop Service SAP App on 
DC(AZ1) VSAPHASU01P command : 
sapcontrol -nr 00 -function Stop 

1.4 Move Cluster  'Application 
(ASCS/ERS) EC2 on DC(AZ1) 
VSAPHASU01P 

1.5 Move Cluster  'DB (ASCS/ERS) 
EC2 on DC(AZ1) VSAPDBSU01P 

1.6 Shutdown HANA Database EC2 
on Application and DB  DC(AZ1)  

1.7 Application (ASCS/ERS) Check 
Cluster status (VSAPHASU02P) command 
: crm_mon -of 

1.8 HANA Database Check Cluster 
status (VSAPDBSU02P)  command : 
crm_mon -of 

1.9 SAP Application testing : Check 
services status , Check services 
status,Logon to SAPGUI 

1.10 Start EC2 on DR(AZ1) 
VSAPDBSU01P 

1.11 Start Service SAP hana db on 
DC(AZ1) VSAPDBSU01P  

1.12 Check Replication status 

 

SAP works normally. 

 

Cluster SAP S4P DB at DC = 
Status: DC(AZ1) 
VSAPDBSU01P Masters, 
DC(AZ2) VSAPDBSU02P 
Slaves 

 

Move Cluster SAP S4P DB to 
DR  = Status: DC(AZ1) 
VSAPDBSU01P Slaves, 
DC(AZ2) VSAPDBSU02P 
Masters 

 

SAP S/4 HANA Production 
Application (ASCS/ERS) = 
Status: DC(AZ1) 
VSAPHASU01P Online , 
DR(AZ2) VSAPHASU02P 
Online  

 

SAP S/4 HANA Production 
Application (ASCS/ERS) = 
Status: DC(AZ1) 
VSAPHASU01P Offline , 
DR(AZ2) VSAPHASU02P 
Online  

DC(AZ1) VSAPHASU01P 
Offline Status: 14 Jun 2025 at 
23:00 – 21 Jun 2025 at 23:00 

Pass  
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Start 14 Jun 2025 time 22:00  
- HANA Database Check Cluster status (VSAPDBSU01P)Masters 
 

 
 

Start 14 Jun 2025 time 22:00  
- Application (ASCS/ERS) Check Cluster status (VSAPHASU01P) 

 
 

Start 14 Jun 2025 time 23:00  
Stop Service SAP App on DC(AZ1) VSAPHASU01P 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
Move Cluster  'Application (ASCS/ERS) EC2 on DC(AZ1) VSAPHASU01P 
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Move Cluster  'DB (ASCS/ERS) EC2 on DC(AZ1) VSAPDBSU01P 
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Shutdown HANA Database EC2 on Application and DB  DC(AZ1)  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Application (ASCS/ERS) Check Cluster status (VSAPHASU02P) 
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HANA Database Check Cluster status (VSAPDBSU02P 

 
 

 

 
 
 
 
 
 
 
 
SAP Application testing: Check services status , Check services status,Logon to SAPGUI 
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Start EC2 on DR(AZ1) VSAPDBSU01P 
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Start Service SAP hana db on DC(AZ1) VSAPDBSU01P  
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Check Replication status 
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10. Cluster: Take Cluster SAP S/4 
Production HANA Database to 
DC  
Cluster: Take Cluster SAP S/4 
HANA Production Application 
(ASCS/ERS) to DC. 

 

Scenario Steps Expected Result Result 

Purpose: HANA Check Cluster status Pass  Fail 

Cluster: Take 
Cluster SAP S/4 
Production HANA 
Database to DC 
 
Cluster: Take 
Cluster SAP S/4 
HANA  
Production 
Application 
(ASCS/ERS) to 
DC 

 "Cluster : Take Cluster SAP S/4 
Production HANA Database to DC 

Cluster : Take Cluster SAP S/4 HANA  
Production Application (ASCS/ERS) to DC" 

10.1 HANA Database Check Cluster 
status command : crm_mon -of 

10.2 Application (ASCS/ERS) Check 
Cluster status command : crm status 

10.3 move cluster command : crm 
resource move msl_SAPHana_HP1_HDB00 
VSAPDBSU01P 

10.4 Start EC2 on  VSAPHASU01P 

10.5 move cluster command : crm 
resource move grp_S4P_ASCS01 
VSAPHASU01P 

10.6 Start Service SAP App on DC(AZ1) 
VSAPHASU01P command : sapcontrol -nr 00 
-function Start 

10.7 Check Replication status 

Cluster SAP S4P DB at 
DR = Status:  DC(AZ1) 
VSAPDBSU01P Slaves, 
DC(AZ2) VSAPDBSU02P 
Masters 

 

Move Cluster SAP S4P DB 
to DC  = Status:  DC(AZ1) 
VSAPDBSU01P Masters, 
DC(AZ2) VSAPDBSU02P 
Slaves 

 

SAP S/4 HANA Production 
Application (ASCS/ERS) = 
Status: DC(AZ1) DC(AZ1) 
VSAPHASU01P Offline , 
DR(AZ2) VSAPHASU02P 
Online 

  

SAP S/4 HANA Production 
Application (ASCS/ERS) = 
Status: DC(AZ1) DC(AZ1) 
VSAPHASU01P Offline , 
DR(AZ2) VSAPHASU02P 
Online 

 

 

 

 

Pass  

Start 21 Jun 2025 time 22:00 
HANA Database Check Cluster status 
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Start 21 Jun 2025 time 22:00 
Application (ASCS/ERS) Check Cluster status 

  
 

 
Start 21 Jun 2025 time 22:00 
move cluster command: crm resource move msl_SAPHana_HP1_HDB00 VSAPDBSU01P 

  
 

 
 
 
Start EC2 on VSAPHASU01P 
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move cluster command: crm resource move grp_S4P_ASCS01 VSAPHASU01P 

  
 

 
 
 
 
 
 
 
 
 
 
Start Service SAP App on DC(AZ1) VSAPHASU01P 
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Check Replication status 
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11. AWS Elastic on server at DR 1 
Day  

(Provide a separate subnet for 
DR test) 

 

Scenario Steps Expec
ted 

Resul
t 

Result 

Purpose: Provide a separate subnet for DR test. Pass  Fail 

Provide a 
separate 
subnet for DR 
test. 
 
 
 
 

Provide a separate subnet for DR test. 

 Create New VPC for Subnet support DR test 

 Create Subnet for Subnet support DR test 

 Create Route Tables (Public route table IGW and Private 
route table) for Subnet support DR test 

 Create Firewall (security groups) for Subnet support DR test 

 Create instance Jumpbox for support DR test 

 Edit Launch Template 

 Instance type select the original 

 Key pair select the original 

 Network settings select : Subnet support DR test (Virtual 
Network public(Jumpbox) and private(All Server) 

 Firewall (security groups) select : SG support DR test 

 Configure storage select the original 

 Update Default template as lastest version 

 Set default version 

 Sync data Replication to Template for DR  

"SAP BW/BPC Production Application  OSPUX213P"Edit 
Launch Template to Template for DR (Follow items 3.6-3.13) 

"SAP Content Server Production Application+Database  
OSPWN05PV-AWS" 

Edit Launch Template to Template for DR (Follow items 3.6-
3.13)"sFTP Server  OSPUX230P"Edit Launch Template to 
Template for DR (Follow items 3.6-3.13) 

Infrastr
ucture 
ready 
for DR 
testing 

Pass  

Start 17 Jun 2025 Time 13:00 
 
Provide a separate subnet for DR test. 
 Create New VPC for Subnet support DR test 
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 Create Subnet for Subnet support DR test 
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 Create Route Tables (Public route table IGW and Private route table) for Subnet support 
DR test 
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 Create Firewall (security groups) for Subnet support DR test 
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 Create instance Jumpbox for support DR test 
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 Edit Launch Template 
 Instance type select the original 
 Key pair select the original 
 Network settings select : Subnet support DR test (Virtual Network public(Jumpbox) and 
private(All Server) 
 Firewall (security groups) select : SG support DR test 
 Configure storage select the original 
 Update Default template as lastest version 
 Set default version 
 Sync data Replication to Template for DR  
 
 
"SAP BW/BPC  Production Application  OSPUX213P" 
 Edit Launch Template to Template for DR (Follow items 3.6-3.13) 

 

  
 
"SAP Content Server Production Application+Database  OSPWN05PV-AWS" 
 Edit Launch Template to Template for DR (Follow items 3.6-3.13) 
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"sFTP Server  OSPUX230P" 
 Edit Launch Template to Template for DR (Follow items 3.6-3.13) 
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12. AWS Elastic on server at DR 1 
Day (Infra test only) 

Scenario Steps Expected 
Result 

Result 

Purpose: Check status Sync data Replication to Template for DR Pass  Fail 

Check status 
Sync data 
Replication to 
Template for DR 
 
Recovery 
instances 

"SAP BW/BPC  Production Application 
 OSPUX213P" AWS Elastic OSPUX213P  

"launch Initiate drill : SAP BW/BPC  Production 
Application OSPUX213P IP Address DR (AZ2) 
192.168.231.134" AWS Elastic OSPUX213P 

Check Job Status on OSPUX213P IP Address DR (AZ2) 
192.168.231.134 Jumpbox for support DR test AWS 
Elastic OSPUX213P  

 

"SAP Content Server Production Application+Database  
OSPWN05PV-AWS"AWS Elastic OSPWN05PV-AWS 

"launch Initiate drill : SAP Content Server Production 
Application+Database OSPWN05PV-AWS IP Address 
DR (AZ2) 192.168.231.137"AWS Elastic OSPWN05PV-
AWS 

"Check Job Status on OSPWN05PV-AWS IP Address 
DR (AZ2) 192.168.231.136"AWS Elastic OSPWN05PV-
AWS 

 

"sFTP Server  OSPUX230P"AWS Elastic 
OSPUX230P 

"launch Initiate drill : sFTP Server OSPUX230P 
 IP Address DR (AZ2)  192.168.231.38" AWS 
Elastic OSPUX230P 

"Check Job Status on OSPUX230P  IP Address DR 
(AZ2)  192.168.231.37" AWS Elastic OSPUX230P 

 

Recovery 
instances 
(launch Initiate 
drill use template 
for DR testing) 

- SAP BW/BPC 
Production 
Application 
(OSPUX213P) 

- SAP Content 
Server 
Production 
Application+Data
base 
(OSPWN05PV-
AWS) 

- sFTP Server 
(OSPUX230P) 

Pass  

Start 18 Jun 2025 Time 10:00 
Provide a separate subnet for DR test. 
Check status Sync data Replication to Template for DR 
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"SAP BW/BPC  Production Application  OSPUX213P" AWS Elastic OSPUX213P 
"launch Initiate drill : SAP BW/BPC  Production Application OSPUX213P IP Address DR (AZ2) 
192.168.231.134" AWS Elastic OSPUX213P 

  

 
 
 
Check Job Status on OSPUX213P IP Address DR (AZ2) 192.168.231.134 Jumpbox for support DR 
test AWS Elastic OSPUX213P 
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"SAP Content Server Production Application+Database  OSPWN05PV-AWS"  AWS Elastic 
OSPWN05PV-AWS 
"launch Initiate drill : SAP Content Server Production Application+Database OSPWN05PV-AWS IP 
Address DR (AZ2) 192.168.231.137" Elastic OSPWN05PV-AWS 
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Start 15 Aug 2024 Time 12:28 
"Check Job Status on OSPWN05PV-AWS  IP Address DR (AZ2) 192.168.231.136" AWS 
Elastic OSPWN05PV-AWS 

  

 

Confidential Information



 

 
Confidential - Recipients Only Page 41 of 54 
© NTT DATA (Thailand) Co.,Ltd23 Jul 2025 | Version 1.00 

 

  

 
 
"sFTP Server  OSPUX230P" NTT Yes AWS Elastic OSPUX230P 
"launch Initiate drill : sFTP Server OSPUX230P  IP Address DR (AZ2)  192.168.231.38" AWS Elastic 
OSPUX230P 

  

 
 
 
 
 
 
 
 
 
 
Start 15 Aug 2024 Time 12:28 
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"Check Job Status on OSPUX230P  IP Address DR (AZ2)  192.168.231.37" AWS Elastic 
OSPUX230P 
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13. Clean up recovery instances 
on Elastic on server at DR 1 
Day (Infra test only) 

 

Scenario Steps Expected 
Result 

Result 

Purpose: • Clean up recovery instances on Elastic on server at DR 1 Day Pass  Fail 

Clean up 
recovery 
instances on 
Elastic on server 
at DR 1 Day (Infra 
test only) 

"Clean up recovery instances on SAP BW/BPC  Production 
Application  OSPUX213P" 

"Clean up the launched drills : SAP BW/BPC  Production 
Application OSPUX213P IP Address DR (AZ2) 
192.168.XXX.134" 

Terminate recovery instances 

Check AWS Elastic Disaster Recovery 

Edit Launch Template to Template for Default template 

 

"Clean up recovery instances on SAP Content Server 
Production Application+Database  OSPWN05PV-AWS" 

"Clean up the launched drills : SAP Content Server 
Production Application+Database OSPWN05PV-AWS IP 
Address DR (AZ2) 192.168.XXX.136" 

Terminate recovery instances 

Check AWS Elastic Disaster Recovery 

Edit Launch Template to Template for Default template 

 

"Clean up recovery instances on sFTP Server  
OSPUX230P  " 

"Clean up the launched drills : sFTP Server OSPUX230P 
IP Address DR (AZ2)  192.168.XXX.37" 

Terminate recovery instances 

Check AWS Elastic Disaster Recovery 

Edit Launch Template to Template for Default template 

Delete instance Jumpbox for support DR test 

 

Clean up 
recovery 
instances on 
Elastic on 
server at DR 1 
Day (Infra test 
only) 

Pass  

 
 
 
 
Start 18 Jun 2025  
"Clean up recovery instances on SAP BW/BPC  Production Application  OSPUX213P" 
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"Clean up the launched drills : SAP BW/BPC  Production Application OSPUX213P IP Address DR 
(AZ2) 192.168.XXX.134" 
Terminate recovery instances 
Check AWS Elastic Disaster Recovery 
Edit Launch Template to Template for Default template 

 
 

 
 

"Clean up recovery instances on SAP Content Server Production Application+Database  
OSPWN05PV-AWS" 
"Clean up the launched drills : SAP Content Server Production Application+Database 
OSPWN05PV-AWS IP Address DR (AZ2) 192.168.XXX.136" 
Terminate recovery instances 
Check AWS Elastic Disaster Recovery 
Edit Launch Template to Template for Default template 
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"Clean up recovery instances on sFTP Server  OSPUX230P  " 
"Clean up the launched drills : sFTP Server OSPUX230P IP Address DR (AZ2)  192.168.XXX.37" 
Terminate recovery instances 
Check AWS Elastic Disaster Recovery 
Edit Launch Template to Template for Default template 
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Delete instance Jumpbox for support DR test 
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14. Results Time DR Testing 2025 Activity 
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15. Compare DR testing times in 2025 with 2024  

 

 

 

Note AWS Elastic on server at DR 1 Day (Infra test only) 2025 has a time of 90 minutes more than 2024 which has a time of 78 minutes. 

This is due to improper continuity of work and not performing multiple steps at the same time, resulting in a time of 12 minutes more than 2024.
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APPENDIX Steps 2025 

 

OSP_Activity_2025_Vr.
1.1.xlsx

OSP-Rehearsal DR 
Testing 2025_v1.0.pptx
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